
THE CLIMATE
DISINFORMATION WAR
HOW TO FIGHT BACK FOR AUSTRALIA’S DEMOCRACY AND SECURITY

Australia faces a growing climate disinformation threat that undermines  
democracy, national security, and the transition to clean energy.

THE PROBLEM:  
THE INFORMATION WAR AGAINST  
CLIMATE ACTION AND CLEAN TECH

	— Anti-climate-action propaganda and disinformation 
networks have grown into multi-billion dollar 
permanent campaigns, largely funded by fossil 
fuel interests and their allies, aimed at reversing 
momentum on climate change action and the 
transition to clean energy. 

	— These campaigns are best understood through a 
lens of information warfare, combining traditional 
media influence, coordinated online activity and 
algorithmic amplification to shape narratives and 
perceptions at scale.

	— These global trends are likely to drive even more 
climate disinformation and propaganda into the 
Australian information system: the emergence 
of new and even more powerful anti-climate 
coalitions, expansion of generative AI, and the 
global consolidation of information power by  
a small number of companies.

THE TASK:  
GOVERNMENT ACTION

	— Climate disinformation is evolving from a 
communications issue into a national security 
challenge, with implications for Australia’s 
sovereignty, economic resilience, disaster readiness, 
institutional trust, and strategic autonomy in 
shaping its energy transition amid intensifying 
geopolitical competition. 

	— Responding to the challenge requires coordination 
not only across civil society and industry, but across 
security, economic, and governance institutions. 
Government efforts so far are not commensurate 
with the sheer scale, resourcing and coordination  
of disinformation networks. 

	— Action should be taken to rebuild an ecosystem of 
accountability for climate information, one that can 
be trusted by governments and markets, and the 
broader Australian community as climate change 
impacts accelerate. The Australian community has  
a right to understand the reality of the climate 
threats facing them in a timely manner in order  
to be adequately prepared.

THE TOOLBOX:  
ADDRESSING SYSTEMIC RISKS

	— Comprehensive anti-trust architecture such as 
the current European Union Digital Markets Act, 
to ensure that tech companies who platform 
disinformation don’t become too powerful  
to be effectively regulated in the public interest.

	— Digital platform, social media and AI regulation, 
making companies take responsibility for online 
disinformation and other harms, organised around 
principles of liability, user control, transparency  
and systemic risk.

	— Specific, strong, enforceable regulation of 
generative AI as a matter of urgency as AI chatbots 
and image generators unleash new frontiers of 
disinformation at previously unimagined scale. 

	— Legislation to address the exploitation of 
defamation law in Australia by powerful interests.

	— The promotion of greater election transparency. 
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